






















































































































































































































































































































































































































PRAYER FOR RELIEF 

2 WHEREFORE, Plaintiffs respectfully request that the Court: 

3 

4 

5 

6 

7 

8 

9 

10 

II 

12 

13 

14 

15 

16 

17 

18 

19 

20 

I. 

2. 

3. 

4. 

5. 

Declare that the Program as alleged herein violates without limitation Plaintiffs' 

rights under the First, Fourth, and Fifth Amendments to the Constitution; and their 

statutory rights; 

Award to Plaintiffs equitable relief, including without limitation, a preliminary and 

permanent injunction pursuant to the First, Fourth, and Fifth Amendments to the 

United States Constitution prohibiting Defendants' continued use of the Program, 

and a preliminary and permanent injunction pursuant to the First, Fourth, and Fifth 

Amendments requiring Defendants to provide to Plaintiffs an inventory of their 

communications, records, or other information that was seized in violation of the 

First, Fourth, and Fifth Amendments, and further requiring the destruction of all 

copies of those communications, records, or other information within the possession, 

custody, or control of Defendants. 

Award to Plaintiffs reasonable attorneys' fees and other eosts of suit to the extent 

permitted by law. 

Order the return and destruction oftheir telephone communications information in 

the possession, custody, or control of Defendants, their agents, successors, and 

assigns, and all those in active concert and participation with them. 

Grant such other and further relief as the Court deems just and proper. 

21 DATED: September 10,2013 

22 

Respectfully submitted, 

/s/ Cindy Cohn 
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CINDY COHN 
LEE TIEN 
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MATTHEW ZIMMERMAN 
MARKRUMOLD 
DAVID GREENE 
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RICHARD R. WIEBE 
LAW OFFICE OF RICHARD R. WIEBE 

THOMAS E. MOORE III 
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RACHAEL E. MENY 
MICHAEL S. KWUN 
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KEKER & VAN NEST, LLP 

ARAM ANT ARAMIAN 
LAW OFFICE OF ARAM ANT ARAMIAN 

Attorneys for Plaintiffs 
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1 JURY DEMAND 

2 Plaintiffs hereby request a jury trial for all issues triable by jury including, but not limited to, 

3 those issues and claims set forth in any amended complaint or consolidated action. 

4 DATED: September 10,2013 
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9 

10 

II 
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Respectfully submitted, 

lsi Cindy Cohn 
CINDY COHN 
LEE TIEN 
KURT OPSAHL 
MATTHEW ZIMMERMAN 
MARK RUMOLD 
DA YID GREENE 
JAMES S. TYRE 
ELECTRONIC FRONTIER FOUNDATION 

RICHARD R. WIEBE 
LAW OFFICE OF RICHARD R. WIEBE 

THOMAS E. MOORE III 
THE MOORE LAW GROUP 

RACHAEL E. MENY 
MICHAEL S. KWUN 
BENJAMIN W. BERKOWITZ 
KEKER & VAN NEST, LLP 

ARAM ANTARAMIAN 
LAW OFFICE OF ARAM ANTARAMIAN 

Attorneys for Plaintiffs 
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3 

UNITED STATES DISTRICT COURT 

NORTHERN DISTRICT OF CALIFORNIA 

SAN FRANCISCO DIVISION 

4 ) 
CAROLYN JEWEL et al., ) 

5 ) Case No. C:08-cv-4373-VRW 
JJlaintttr.S, ) 

6 ) 
v. ) 

7 ) 
NATIONAL SECURITY AGENCY et al., ) 

8 ) Chief Judge Vaughn R. Walker 
) 

9 Defendants ) 
) 

10 ) 

11 

12 (PR8P88tiBIORDER 

13 Upon consideration of the parties' joint motion for entry of an order regarding the 

14 preservation of evidence and good cause appearing, the Court hereby ENTERS the following 

15 order based on the Court's prior Order of November 6,2007, in 06-cv-1791-VRW (Dkt. 393). 

16 A. The Court reminds all parties of their duty to preserve evidence that may be 

17 relevant to this action. The duty extends to documents, data and tangible things in the 

18 possession, custody and control of the parties to this action, and any employees, agents, 

19 contractors, carriers, bailees or other non-parties who possess materials reasonably anticipated to 

20 be subject to discovery in this action. Counsel are under an obligation to exercise efforts to 

21 identify and notify such non-parties, including employees of corporate or institutional parties. 

22 B. "Documents, data and tangible things" is to be interpreted broadly to include 

23 writings, records, files, correspondence, reports, memoranda, calendars, diaries, minutes, 

24 electronic messages, voicemail, e-mail, telephone message records or logs, computer and 

25 network activity logs, hard drives, backup data, removable computer storage media such as tapes, 

26 disks and cards, printouts, document image files, web pages, databases, spreadsheets, software, 

27 books, ledgers, journals, orders, invoices, bills, vouchers, checks, statements, worksheets, 

28 Joint Motion Cor Entry oCOrder Regarding Preservation oCEvldence 
Jewel el aL v. Nadonal Security Agency el al., Case No. 08-cv-4373-VRW 
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12 

13 
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16 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

summaries, compilations, computations, charts, diagrams, graphic presentations, drawings, films, 

digital or chemical process photographs, video, phonographic, tape or digital recordings or 

transcripts thereof, drafts, jottings and notes. Information that serves to identify, locate, or link 

such material, such as file inventories, file folders, indices and metadata, is also included 

in this definition. 

C. "Preservation" is to be interpreted broadly to accomplish the goal of maintaining the 

integrity of all documents, data and tangible things reasonably anticipated to be subject to 

discovery under FRCP 26, 45 arid 56( e) in this action. Preservation includes taking reasonable 

steps to prevent the partial or full destruction, alteration, testing, deletion, shredding, 

incineration, wiping, relocation, migration, theft, or mutation of such material, as well as 

negligent or intentional handling that would make material incomplete or inaccessible. 

D. Counsel are directed to inquire of their respective clients if the business or 

government practices of any party involve the routine destruction, recycling, relocation, or 

mutation of such materials and, ifso, direct the party, to the extent practicable for the pendency 

of this order, either to 

(1) halt such business or government practices; 

material, suitable for later discovery if requested. 

Counsel representing each party shall, not later than December 15, 2009, submit to the 

Court under seal and pursuant to FRCP 11, a statement that the directive in paragraph D, above, 

has been carried out. 

IT IS SO ORDERED. 

Dated: Nov. 13 ,2009. 
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2 

3 

4 

5 

6 

7 

8 

9 

IN THE UNITED STATES DISTRICT COURT 

FOR THE NORTHERN DISTRICT OF CALIFORNIA 

10 

11 IN RE: 

12 NATIONAL SECURITY AGENCY 
TELECOMMUNICATIONS RECORDS 

13 LITIGATION 

14 

15 

16 

17 

This Document Relates To: 

ALL CASES 
____________________________ 1 

MDL Docket No 06-1791 VRW 

ORDER 

5 18 J.L. 

19 Plaintiffs have moved for an order proh1biting the 

20 alteration or destruction of evidence during the pendency of this 

21 action. MDL Doc # 384. The United States has filed papers 

22 opposing the motion, Doc # 386, and has prepared and lodged with 

23 the court a confidential submission designed for ex parte, in 

24 camera review. Doc # 387. Telephone company defendants AT&T, 

25 Cingular, Bellsouth, Sprint and Verizon have joined in the United 

26 States's opposition to plaintiffs' motion. Doc # 365, 388, 390. 
27 Upon careful review of the non-confidential papers 

28 submitted in support of and in opposition to the motion, the court 



has determined that (1) no hearing on the motion is necessary; (2) 

2 an order requiring the preservation of evidence is appropriate; and 

3 (3) an interim order shall forthwith enter requiring the parties to 

4 take steps to prevent the alteration or destruction of evidence as 

5 follows: 

6 A. Until the issues in these proceedings can be further 

7 refined in light of the guidance and directives anticipated to be 

8 received upon appellate review of the court's decision in Hepting v 

9 AT&T Corporation, 439 F Supp 974 (N D Cal 2006) and of the Oregon 

10 district court's decision in Al-Haramain Islamic Foundation, Inc v 
~ 

Os 11 Bush, 451 F Supp 2d 1215 (D Or 2006), the court reminds all parties 
t::cS == e ~ 12 of their duty to preserve evidence that may be relevant to this 
U U 
..,c.... 'C ~ 13 action. The duty extends to documents, data and tangible things in 
tl°.E So~ 14 the possession, custody and control of the parties to this action, 
WlQ 
~ e 15 and any employees, agents, contractors, carriers, bailees or other = C1) 00'::; 
~ ~ 16 non-parties who possess materials reasonably anticipated to be 
!Z ;5 J3 17 subject to discovery in this action. Counsel are under an 

.... 
~ 18 obligation to exercise efforts to identify and notify such non-

19 parties, including employees of corporate or institutional parties. 

20 B. "Documents, data and tangible things" is to be 

21 interpreted broadly to include writings, records, files, 

22 correspondence, reports, memoranda, calendars, diaries, minutes, 

23 electronic messages, voicemail, e-mail, telephone message records 

24 or logs, computer and network activity logs, hard drives, backup 

25 data, removable computer storage media such as tapes, disks and 

26 cards, printouts, document image files, web pages, databases, 

27 spreadsheets, software, books, ledgers, journals, orders, invoices, 

28 bills, vouchers, checks, statements, worksheets, summaries, 

2 
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1 compilations, computations, charts, diagrams, graphic 

2 presentations, drawings, fi1ms, digital or chemical process 

3 photographs, video, phonographic, tape or digital recordings or 

4 transcripts thereof, drafts, jottings and notes. Information that 

5 serves to identify, locate, or link such material, such as file 

6 inventories, file folders, indices and metadata, is also included 

7 in this definition. 

8 C. "Preservation" is to be interpreted broadly to 

9 accomplish the goal of maintaining the integrity of all documents, 

10 data and tangible things reasonably anticipated to be subject to 

11 discovery under FRCP 26, 45 and 56(e) in this action. Preservation 

12 includes taking reasonable steps to prevent the partial or full 

13 destruction, alteration, testing, deletion, shredding, 

14 incineration, wiping, relocation, migration, theft, or mutation of 

15 such material, as well as negligent or intentional handling that 

16 would make material incomplete or inaccessible. 

17 D. Counsel are directed to inquire of their respective 

18 clients if the business practices of any party involve the routine 

19 destruction, recycling, relocation, or mutation os such materials 

20 and, if so, direct the party, to the extent practicable for the 

21 pendency of this order, either to 

22 (1) halt such business processes; 

23 (2) sequester or remove such material from the business 

24 process; or 
25 (3) arrange for the preservation of complete and accurate 

26 duplicates or copies of such material, suitable for later discovery 

27 if requested. 

28 \ \ 

3 
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The most senior lawyer or lead trial counsel representing 

2 each party shall, not later than December 14, 2007, submit to the 

3 court under seal and pursuant to FRCP 11, a statement that the 

4 directive in paragraph D, above, has been carried out. 

5 The clerk is directed to vacate the hearing now scheduled 

6 for November 15, 2007 in this matter. 

7 

8 IT IS SO ORDERED. 

9 

10 
VAUGHN R WALI<ER 

11 United States District Chief Judge 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 
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,,' ,: .... . 

C!ridYQO'hri~iJ:t,dY@~~~O'r~::. ' .. " .. : March 10,2014 8:35 AM 
To:: ~Ia~rm~,n ... Marcia' (CIVt. <Marci!!.Berman@,usdoj.goV>. , 

" Cc: lI~illigari;:, . .:Iim '(Ci"),, <:James,GUilgan@u,sdoj.gov>, "wiebe@pacbell.net" 
<w18,be@p'acbe.U:ne1>.,.Stephanle Shattuck·<st~ph@eftorQ>, "Thomas'E. Moore III 

· (tmoore~rlJoo.rela\\1~ani.coin)n <tmoore.@nioorelawteam.co~, I~Patton, Rodney (CIV)" 
, , . <~odney~patt.~i,.~us~oj~g6~,. "Dearinger;' B~an (CIV)" <Bryan.Dearinger@usdoj.gov>, "lIann M: 

.' Maazel" <imaazel@~cbalaw.com> .. " . ., . 
, . ~~:: ~r~se'rV~t~9r:i ·of EVi.derice ,in J~W$I v. NSA !!nd First Unitarian Church v. NSA 

. Secu~i,ty:O,'Sign~Q (cindy@eff.org) 
'. . 

. '.: 

.. -':, .. -- .. -. ............ 

..... :' 

, Dear, ~arcY" .. :., 

., r'~ 'soni~t we ~~d n9t hear from you after· my' message on'Saturday asking for further 
, .'. clarifit;:;atio~:,ab.Q'\it 'how the ,government plans to ensure that it. does not spoliate eviden~e. 
,'Unless.we:,liear frpm Y9U by noon QaIifomta: time today that-the government does not 

· 1ntend"to"q.e'stroy:evi4,en~e,tha:t may·be likely to.lead to the discovery:ofadmissible evidence 
Under the clai1nsrmsed"in·Je;Nel'and First Urutarian cases,. we intend to·.seek a TRO from . 'JUage:Whife>:,· '"." . ' ., . . . . 
. "';' ", ......... ,. 

: Piea~~ ~~"9~~'e~~ ~~'if'~~~~d,like' t~ ,discuss thi~ furthe~.· My ~ellphone ,'is 415-307~2148; 
,We,hayeri.Q·d.cisire;t6.el~vate this:int.o ail.:emergency matter before·the court but believe we 

, ,Qave ·no·c~olce"Qased u.pon, the goverru:nent!s· actions ,and statements so far. 
." " .• I! :.' _ ~. .; . • '.' '. . . 

. ': 'CiI:ldy : .. , ': ,.'., :';'.': ,,' ,. ,. " , . 

.. "~,6 ,'>~~,:,2bi4'\l~'-:ii='43·'AM', CiIldy c <dn~waieff.rir.g>Wrp~e:',· 
.'. . .'. .. .. ,. ' .. : .. ~ ":. : '. '. . .' . ..: \ .'. ~. . 

<;l troubling to us, as is your notice to the. court in First 

" ' i " ;: . ". 
" .. ' .... 

: ..... . . .... I:: . 
.... 

:-.': '. ,' .. 
.', .. 

'.;'! • 

' ..... . 
• • I ~ . 

. " .: ,.::. ,,: . : ..... 
· .' ... '.~.. . . " :' t ,'. . . ~.... . 

i 

i 
i 

I ; 
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, Cindy Gohn'<Cjndy@eff~org;' , March 8, 2014 11:43 AM 
, Tq:!"B"e~'arii'Mi¥gia (CIV)II, <Marcia.Bermari@usdoj.gov> , 
, Cc:,lIqUlIg;in, ~ir:n,(CIV)!' <James~~illigan@usdoj.gov>, "wiebe@pacbell.net" c<"\AIiQh,Q(aJ~n::'lrhQ 
Stephanle9hatt~~k'qt~ph@eff.org>, "Thomas E. Moore III (tmoore@moorelaWteam.com)" 

, <tl'Doo.re,@.mobr~law:tea~,corn>,: "Patton, Rodney (CIV)" <Rodney.Patton@usdoJ.gov>, "Dearinger, 
Brya~' (CIV) .... <Bryar;l.Dearinger@usdoj:goV>; "lianh M. Maazel" <imaazel@ecbalaw.cOm> 
Ae: Preservatlorr of "Evidence In Jewel v. NSA 
Seq~nty: fi'Sig'n~d (ciridy@eff:org) 

.•• - ... -~: :.---~ .... -':"' .... -: .... _- +.'-"-

'.' . 
Dear Marcy, " , ,'.,.' :,' 

" ' 

: Y~urre,sPQnse is'co:Ofusing a,nd troubling to us, as is your, notice to the court in First 
Ul?itari~'thatyouJriteitd"to'be~n to destroy call detail records on Tuesday, March 11, 
wPich i~,Jt;lst:,two ~us41ess days.from now. To, ~e clear, ~e only court ~at can relieve the 
,goy~riUn,ent":Qf its 'oQligationsto :preserv~ evide~ce in our cases! regardless of the basis',for 
~o~e',0qliga.:Qo~s;'is,~e'Northem,Distrlct of Cali(ornia and it-has not done so. This is true 
in: JeWei, and 'iIl'fji~~,Unit8ri8ri.:, " " " " " , 

A~ you, ~9W.'bofp,:J~ei v;:~SA ~d First Unitarian Churchv. NSA arise from the ongoing 
,bu1k,c611~ction,oftelephone records, as did, Heptfug'and the,other MDL cases before that 
,(along:with additiona:i.infortnatlon at issue in'Jewel thafmust also be preserved). Neither 
the co~pla,futs p:or:th~ prote~tive order mention the "President's Surveillance, Program" so 

" ,You~',referenc~r.to,~ 'program i,s' con~sing.: T~e d~sarise:fr,om ,the :actual activity of 
':", "btilk, ~'~~e~~o~:,anW s~t¢::ongoiiig '<;:l.ainis ,regardless' of .the legal or exec;;utive a4'thority 

, , undeJ;: wrucli't!te 'goyerrimerit cl~s'it condUCts that,a~tivity,,~t any, pO,int in "time. ' 

, :'" M~'~~~ye~;~~~'~~',~~~',~~dei~~d:~O~ ~~ 'preselVatiori ord~r,~:place iit,'~~~el (~d, '~, 
, Sliu'Qei:t;):dtJes',not 'al~o include -the preservation of the records at issue, in First Unitarian. 
,: W-e, fUt,thet :do n;6t'u,ridex;standwhy the government failed to inform ~e FISC of your duties 
" in,Jewel arid Shuberfsince' they 'require you ,to preserve'the same records or why 'it waited 

, ,ui1ti1just:befor~' t#e:deadline, to:se~kdarity'<?n this i~sue. ,resultin'g in ail apparent 
, ,em~rgen~ s~tuatiori,:that,cQl.l1d easily have 'been avoi4ed." ", ", ' 

..... .. ".:. '.. .... . .' . . 

, , : W~'~'s~~k',cl~c~ti6~ 'from J~dge Whit~ o'n ~s:.but we urge you Qot to destroy any 
': ',records' ret~vant t~ o,trr,"clalnis ,in ~i~er case untilw~ can do so" Please do provide us with 
''fuJl.,~oI"Inationso,thatwe'~annarrow'thei~sues before the Court. Frankly, your.email to 
,'" ~e,y~t~dai and:~g 'in t:p:e F,ii'st"Uriitarian'~ase yesterday ~aise mor~ conc~,ms. not less, 

, " ': ,', 'that':the:,gove~~~t :has not been fulfilling'its duties to preserve relevant evidence in either 
, " . 'ca~e. Please"note 'that we ,will seek 'all av.ailable remedies if it turns out that the 

, " goyeri:i:me,nt"J;i~~'n9t abic;leci,by Jt~ duties. ' ' , ;. , 
• • • '. • ',_0 " 

" '0 

.,', Cindy' 
" , 

.. '. . ,;:. : 

, , ... ' 
" .... 

',.- . ", 

.' :'. _, • :.' .•• ' • .:. t.· 

.• ". ;" '" ... : '. ":- .0 .•••. :.':- :. :. -',,:': ,:"oi 
. ".-; 

, -:. 
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On. Mar 7~'2014,'ai 6:'14 PM, "i3erm~. Marcia (CIV)" <Mal·cja.Bermal1:(I~usctoj.gov> wrote: 

· C.lndy --In respooseto your. questions regarding the preservation orders in jewel (~nd the prior 
· H~Ptlh.g.cie·cis.i(;9t. t~e Governr'nent'~ motioh·to the FISC, and the FISC's. decision today, addr~ssed 
the nic~nt litigClt~on ~haltenging the FISC-authorized· 'telephony metadata collection under Section 
21'S-.IJtigatio.n asto which the:re are no preservation orders. As' we indicated last week, the 
Government's moti.on did not address the'pendlng Jewel (and Shubertllitigation because the district 
court had preyiouslyentered' preserVation orders applicable to those cases. As we ~Iso indicated, 
since the entry qHhose 'orders the.Government has complied with our preservation obligations in 
t.hose·cases. At 'the .tim~ the preservation issue was first litigated in the MOL proceedings in 2007, 
the Goverr'!ment s'ubmitted a.classified ex parte, in camera declaration addressing in detail the steps 
ta.ken to- meeloiJr p'r~servatiolJ obligations. Because the activities undertaken in connection with 
tl:i~Pr~$i.dE!nf"s·SLini~l.I!an.ce·Progr<lITi (PSP) we~e not de.classified until.o~cember 2013, we were not 
· iihie .to '¢onsiJlt with, Y(l1j··pievidusIY about the specific preservation steps that have. been taken with. 
· r~spectto the Je~~l.Iitigation·. 'However, the Government described for the district court in 2007 
how it was' meeting 'its prese..:vationobligations, including with resp.ect to the'jnformation concerning 
the PSP'activities de~lassified last December .. We have been working with our clients to prepare an 

' .. u'ndassified"sum'tn~ry of.the 'preservation steps described to the court in 2007 so that we can 
. address :V.our queStio~sin·~n orderly fashion ~lth Judge White, if you continu'e to: believe that is 

necessary. . . 

. .,~.-.:... ...... ! .••• , -

'. Thanks.-;:Marcv. .. ··· 

· ::~_' . .';': :.~ ':'. ··~:~L~ ... ~.:.:...~. ,: ___ ~., ........ , .... , ....... " ..... ~:,' ..... , ..... : .......... -..... _ ............. ~.:. ___ ..... .,.. .. 
. .' F'f91ta::Serman{MarC:.ia :(CI0·: ':": ' .. :' 

,,: 'sent:'Fr;'day; March 07/2014.6:14 PM 
. T9: .CinQy·~hn ". . .' '. . . . 
. Cc:-·GUligaf.l/:lim·(CIV)i·wiebe@pacbell.net; Stephanie Shattuck; Thomas E. Moore III 

. (tmoore@tnOorelawteam.cOni); Patton, Rodney (CIV); Oea'ringer, Bryal'1 (CIV); Ilann M. Maazel 
· Subject: ··Fw: i'reServC!t1on of'EvidE;!nce in Jewel v. NSA . . . . 

" ..... . '.' .".. . 

:~ :., .... din~y''''' w~~kgi~b~~k·.tO~.Y~·Li.on·this-tOd~~, h~pefully within an ho:ur. Thanks -:" Marcy 
'.' .' ., '0 ., ' • 

. . ;'. 'F~~~: o;~ng~~~~~~~-{ciy)·:·,···"~·'·:·.·:'" :.c ........ :., ..... .. 

. . .$ent: FriqaYi.Miuch.07, 2014.4:39 PM., 
. :To: Berma.n/Matcia (CIV) . . . 

Su·bjeCt;· fW: 'Preservation of E";idenc~.in Jewel v.NSA 
':' ... ,.:.~. . .. :':: .. -~ .... : .' :-. ~"".:." 

• ••• '_ •••• : • ..li • .-•• _._ ~._ .............. ~ .. _._. 

pil .. :. 

;'~~~';'~Ci~d;"Coh~ ·t~~jlt;;;ciridy@eff!~rgl··- ... .. 
'$ent:JtldaY'-'-March07~'iOl4: 4:37 PM . . . . . 
To~' GilllgaA·;·'Jlm (CIV). .':.., . . . '. . . . . . '. . . 

· . Cc::Rick;Wiebe~·Stepha·nie:ShattuG:k;rhomas'E. Moore UI; Patton, Rodney (OV);'Oearinger, Bryan (OV); 
·nanri·M:··M~azel .. ~.... . , . . . 
S~'bj~ct:)~e: ~!.~e~ation of. Evidence in Jewel v •. NSA. 

: .: 'L •• 

. -' ,: . 
. ,: . 

... : ••.. :.:.,. ~: .. :.', . ":' . : .' ':. . ', .. : ',' 

.' :::{ , . 
:" ... ~ . 



'. : 

.0., 

... :,' '.' ...... :., . CaSe3:13~cv-03281:·JSW ,"Oocument86:'6' . Filed03/10/14 PageS of 8 . ..' " .' .,'.. . . 
'.' .... o. ' • 

... o· 

f.1i)im .. 
, .' 

I assu~e' you\~e seell the HSC Order. Can you please explain hO\v the court could be under th~· 
misimpressiqn th~fthere are·no.prese~·vation orders for the telephone records infom1ation in 
place given the l}istory .. apewel and Hepting: before it? As you might expect. this is quite 
alarming to. u~~· .. ...... . 

:We ~y.ifI be .. fll~~g ;omething.shortl)~ and .r .wantto be .s~lie that we, correctly state your position . 
. . 

'Cindy 

· Senf from"my phpne . " . 
. ' . 

,On·Feb.2~·,.2914~. at 5;17. PM~9j:l1dy Cohn <cindy@eff.org> wrote: 
• oJ 0 0", • I.'. ,.,' • ' • • • 

'. . 0:' .Hi 'iiffi;' ..: .. :.' .. 
.' . .". ~. ' 

.. " .. We~il w~t a hit~assum·i~g.this doesn't.·drag 011 too,long, 'Thanks for responqing. 
· '. ,": " ", .' .' . " .. 
.. :. >: ·.GiridY· .'.: .' . o. 

-i '" 

: ". ·.·:Seni·~prn··i~y:phone 

:. .'.' ··;:-.:O~ ~~~.::28/i6··14~ at ~;26 PM~ "C3i1Iigan: .TiIll (CIY)" <Jam~s!Gi11ig~@ilSdoi.go~> .. ' .. >~~~~~<"; .. ". ' .. :'. .... ...... ". . ... : ...... v: .. . 
" .~.' ".::' .. :/~i·~~y, . . 

' .. : :> 'Wed)q·r:e.ceive your e~ail about preservation, ~nd I ~anted to g~t back to 
.'., '.':. ,':you before the weekended to let you know that we will need a.bit more 

' .. '.,: ~,!!e ~~:pr~p~r·ea ... m~re c~mpl~te:re~ponse than we will be able to ~o by 
'. . :' ... ' rVlQoday.· ;$0'1 wquld a~k that yq,u' forbear from filing anythingwith the . 
. " ;. '. . . 'F ISC:.or' Jud ge' wli i~e, ~ ntil we:h ave fuitner 'op po rtlll:\ity to confer .. As yo u 
.~ . . .'. ·.~pte~;)ewel a.nd:Shuber.t are n·ot.speClfically:me·~tion·ed In the·motion.we 
: :': . , ... "filed with the.FISC,··b·ut as.you als0 o.bserveo, the question of-preservation· 

" ........ :: . . "h'~s' alr~aciy bee.n .litigated in those' cases, and th'e court issued' s~'parate 
· .. '.' .' .' ·p(eserVatlonorders that gQvern there: Many of the details surrounding 
..' ., ..... " .' "th~' i~telligence. programs.in cjuestion remain classified; however,' and so 
. ' ... , ... : .:: ·: .. ··there'.remaill·limitatio·ns on ou'r ability to confer with you concernhig our 
'. . . ..... " .. ,! co~pli~nc::~ wit~ those orders.' . ' . 

" " . . 

.'.: : At.thispo·i~t 1 n'~~d to .~o~sult fu'~her with my clients to ~scert.ain. how 
. '.,' . .., .mti~h.informatiqo·+can convey toyolrabout-the Government's' 

:..' ... jlres~rVatlon efforts without revealing classified information~· I si.mply 
,;,.,: .<'. ':. wonl.tbe· i~.a p~sition to'pro~ide .you with a detailEldresponse to your 

• : .' ·'0 • '. . . ~ " .," 
.' '"00 

'.'- . 

. , ... 
. '. 

o .' ... ' ~ .' ~. _.: ~ o. 0 ' •• ::" .,. 0 •••• 

.. I .... " e.'_" "0. 
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, :inquiry by Monday, as you'reque.st, in part: because of the work that 
remains on ,our reply to your brief on the court's four questions, and in 
Rart becayse I w.i.lLbe out 'of-the office on Monday and Tuesday for a family 
·ski, trip'; (A'lso,' as you ob'served, Marcy is presently diverted by another, 
matter.) "~:ut we will do ourbesfto address your questions by the middle 

, of next week. 

'. JG .. 

James J. Gilligan 
Spedal Qtlgatlon Counsel . 
Chiil Division, Federal ·P.rograms Branch 

.. ' .. U.S; Oep'~rtmentof Justice 
: ' . , ·P:O. BOX8~3'" 

Wasllington; O;C. ·20044 ' 
.. . 
:" Tel:" 202~Sl4:-33S8 " . ". . . 

" : . 
.' . 

~--- --- ,,-,- . -:.... . " .. ' 
'.' 'From: .andy COhn (mailto:cindy@eff.ora) 
. ,:' Sent: Fric;lay, Febru~ry 28, .2014 5:54 PM 

., .. To':' Gilligan;, Jim (OV) 
. CC:. RiCk Wiebe; Stephanie' Shattuck; Thomas E. Moore III; 'Patton, Rodney 

.-' (oy);;Deariqger, Bryan (CIV); Uann"M. Maazel . 
.... '. Subj~ct: ,Re~ PreserVation of Evidence in Jewel v. NSA .. ' '. ' . , .. ' .. '.' 

: ' .'.'. ":: .' ;HUim~'Rod(~eY'and Bry~n, . . .... . . ""'., .'........ ':." .. . 
, "' .... :. ,":/IJi:Jst wai!t¢dto,conflrm'that you 'received' this and. learn \vhc:n'yo~ will 

· :. 'be, 'respoi1ding~' ..' , ',' , . . . ....' ~ . 

',:' ':·We:.arepl~il~g ~o ·file something'i,n the 'FISC and before Judge . 
.. : :.·Walker:early next weekandI do want to \Je able to accurately convey 

. : .' · . ':: y~Uf position.' . . . · ..' .... _ .. . . . . .... 

: ,Thri~lk~~ .-
..... '" .:: 

.. ".. ': .... :.::': On Feb 26~ ~014, at ~k08 PM, ~indy Cohn <Cindy@eff.org> \\'t0te: 
• .'. • • " ~ ':.' • • • '. '.... ...' '. • I 

· ", ". 
': .... :. : . .-.;. ': '~kJim, 

". ". . ,', "'. 

. .' ,". ': . .- ; Rick ,.will \vdte 'you 'separatdy aboutthe scheduling, but I wanted to 
: '.:.... .....~.-raJse- $ornelliing that has confused us and to seek "clal'itlc.aticin. 
'. '. t.' : ,' ..... : .•• '.' . .' • ' .. '. . 

'. 
'. , . . 

, ..... . 
.;. "" .. , .. 

,f' . ",,' ::: ..... 
. ! • .' .:" ~ .. ' . 

' ... ,' . .. "-'.' 

" ~ .' . ~.- :: .... :." .. ".. " 
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" . 

Wes~~ your filing in the FISC asking thal the Court's current Primary 
.Order be amended to authQlize the preservation and/or storage of call 
detail recqrds b¢yond five years based upon your duty to preserve 
evidence and nientioning the First Unitarian case specitically. We do 
agree that the governri1.ent has a duty to preserve all reasonably 
antiCipated to be subjecllo discovei-y in this action. We were 

'.: surprfsed, hO\v~ver, t~atyou did not approach LIS to disclIss ways that 
·this duty could be met shOlt of the request you made. which we read as 
allowing you to preselve all of the metadata you have collected . 

. :". :W,e. also:~rit~ b.ecause, as 1 think you know, the go;vcl11ment has been 
'. .. '~nder an obligatiOll to.preselve telephone records i~ has coUecte~t'since 
" 'i006, \vhett:the cases tliat ninde tip the'MOL action In Re NSA 'were 

., ~ (Jrst'flleq~' ·.One· 'of those .cases. Shu belt v. Obama,' h~ remained . 
. .... ongoing si!~.cethat time. T.llat.obligati~n was reiriforced by. an Order 

'.' .;'. issued. by Jl;1dge 'Walkerin 2007 and order'was specifically adopted by 
:: the courtin JeweJ'.v. NSA in 2009 by a joint request by the'government 

... and the pla~ritiffs (Jewel v. NSA, Doc. 51). . . . . ,', ", " .... . .. 
' .. Thus my' cJ>~fu~iOli ... Till not '~ute: why the Jewel (and $hubert) cases 

". .:were·ri6tmention~d:pr.r.eterenced ill th~'request to th~ FISC since both 
> .., • ::.:. of those· also contain ongoing presetvation obligaiibnS"l'elated' to the 
. • .<: .. 'bulk p'h~meTecol'ds collection by the·NSA. Since they were I'lOt, it also 

. ··raises.·the:questlon of\vhether and how the government has been . 
. .. '.' abiding: by .its obligation tp prcselve evidence in those t\vo cases; since 

. : ..... obviously both. ~ave been pending for mcii'e than nyC years. 
. .. .. . , 

'" ' 

:. .' .. [ would ~ppreciate'aprbmpt response aild clarification. l'nl(~oiltidellt .'. 
. ~ .: '.' :: ..... that )he':g~verrim~nt takes 'seriousty its obligation to preserve evidence. 
:. " :-:.'. :::. . '.' ·that m.ay 'be re·l.evant to.pend)ng 'Iitigation, but given the situation. I 

.: .... , .... '. ,·\~oul~like~. SpeCific reaffirmation that bulk telephone records 
" ... ' ...... '. co.ll~cted by the NSA'have been"preserved in the Jewel case and.I 

. : . . ... ':" ::- suspect Il~l is :co['!cerned aboutthe same tor Shubert. I would also 
; ... < ... '. :.; 'request' some more specific intonnatiol1 about hO\V' that prese~vation 

. '.: ". . haS o~~ur.red -;-. similar.to the'pl~n you suggested to the FISC jl1 your 
'. ':, 'mQtiOli~" .. '. '.: .... . . '... . . . 

:' ..•.. [ hope you .. can provide us with a thorough response before any 
'. . ..... addi~oil~'r.'plJOne. records atc destroyed and hopefully by Monday, 

.... ," :'::~.' :··March 3;' While we're hopctlil tha~ we wi)1 rece.i~e a satisfactory. 
. '.' ''':::. ~ ... r~sp.ohse, bud(not~'~ve do intenq to. ffiise this ques~ion \vi~both t!le . 
. . : .... '.: :"::FISC'ano the :Judge. White. . 

: ~.. .' ".' . ." ... ' . .:'.... . , 

: . . '.' Thank{.,·; 

:" ...... . 
", . ':", .. '. '; 

. . ~"':",:. .: 
: .:. . . . .... : . ,"." .. ' 

I 
I 

I 
I . 

I 

I 
I 
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-'. '. 

". 
. ,: 

. .... 

" 

I • 

.. PS:,Has Marcy, gone? I noticed that she's not on the pleadings you 
fiI~d ~ast,\Veek or on,this message. ' 

•••• ,1 •••••• ~ ................ ~ ........................... •• 

Cindy Cohn 
legal Director 

, EI~ctronic Frontier Foundation 
: 815 Eddy Street 
· San FranCiscO. 'CA ~4 1'09 ' 

" ,(41~) ,436·9333 ~108 ' ' 
~.;cindv@eff.org . 

'. ~--,·ww:w.~ft.org.' . :. 

· J.oin·:EFFI bltpS:/lsupporters.eff,om/dgnate 

.... 
. ..... : 

•• ' ,eo' 

. , 

• .......... ~ .......... " .. ,1 ..................................... ,.. •••• 

Cll?l,ly Co~n·. : 
~a1 Director " 

, Section Ie frontier Foundation 
; .• 8~5 ~~dy'S~reet: ,,'. . ' 
, . San.Franclsec. CA' 941 09 
, . (415):436.~~ X1~8 

-,-Cindy@eff.o'riJ 
· _. WWw.eft:om ... " 
..... 

'. ,JC?,iri, ~~F.r https:lIsup9,9rters.eff.org/donate 
= .. ' '.":.. > ~ .. ' .... :: ': . . .' -. 

:.' .. . ':" ':; . . " . ~. 

. :. 
~.' .... ..' :' 

.' .. ' 

: , .. ;. .~: . 
...... '.~:": ~ . ':;~:, . . ' .... -... 
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UNITED STATES DISTRICT COURT 

FOR THE NORTHERN DISTRICT OF CALIFORNIA 

SAN FRANCISCO DIVISION 

) CASE NO. 08-CV -4373-JSW 
CAROLYN JEWEL, TASH HEPTING, ) 
YOUNG BOON HICKS, as executrix of the ) 
estate of GREGORY HICKS, ERIK KNUTZEN) [PROPOSED] TEMPORARY 
and JOICE WALTON, on behalf of themselves ) RESTRAINING ORDER 
and all others similarly situated, ) 

) Hon. Jeffrey S. White 
Plaintiffs, ) Courtroom 11 - 19th Floor 

) 
~ ) 

) 
NATIONAL SECURITY AGENCY, et al., ) 

) 
Defendants. ) 

Case No. 08-CV-4373-JSW 
[PROPOSED] TEMPORARY RESTRAINING ORDER 
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1 This matter is before the Court on plaintiffs' motion for a temporary restraining order to 

2 prevent defendants National Security Agency, United States of America, Department of Justice, 

3 Barack H. Obama, Keith B. Alexander, Eric H. Holder, Jr., and James R. Clapper, Jr. (in their 

4 official capacities) (collectively, the "government defendants") and all those in active concert or 

5 participation with them from destroying any potential evidence relevant to the claims at issue in 

6 this action, including but not limited to prohibiting the destruction of any telephone metadata or 

7 "call detail" records. The government defendants have given notice that they will commence 

8 destroying call detail records on Tuesday morning, March 11, 2014. ECF No. 85 in First 

9 Unitarian Church of Los Angeles v. NSA, No. 13-cv-3287-JSW. 

10 Plaintiffs contend that the Court's prior evidence preservation order (ECF No. 51) as well 

11 as defendants' obligations under the Federal Rules of Civil Procedure prohibit destruction of this 

12 potential evidence. It is undisputed that the Court would be unable to afford effective relief to 

13 plaintiffs once the records are destroyed, and therefore the hann plaintiffs face is irreparable. A 

14 temporary restraining order is necessary and appropriate so that the Court may decide whether the 

15 evidence should be preserved with the benefit of full briefing and participation by all parties. 

16 It is hereby ordered that defendants National Security Agency, United States of America, 

17 Department of Justice, Barack H. Obama, Keith B. Alexander, Eric H. Holder, Jr., and James R. 

18 Clapper, Jr. (in their official capacities), their officers, agents, servants, employees, and attorneys, 

19 and all those in active concert or participation with them are prohibited, enjoincd, and restrained 

20 from destr~ying any potential evidence relevant to thc claims at issue in this action, including but 

21 not limited to prohibiting the destruction of any telephone metadata or "call detail" records, 

22 pending further order of the Court. The Court detennines that no security is necessary under the 

23 circumstances. 

24 The Court sets the following briefing and hearing schedule in this matter: 

25 Plaintiffs' opening brief 

26 Government defendants opposition brief 

27 Plaintiffs' reply brief 

28 Hearing 

Case No. 08-CV-4373-JSW 1 
[PROPOSED] TEMPORARY RESTRAINING ORDER 
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1 

2 This order expires at 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

Entered at __ a.m.lp.m. on March __ , 2014 

IT IS SO ORDERED. 

UNITED STATES DISTRICT JUDGE 

Case No. 08-CV-4373-JSW 2 
[PROPOSED] TEMPORARY RESTRAINING ORDER 
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IN THE UNITED STATES DISTRICT COURT 

FOR THE NORTHERN DISTRICT OF CALIFORNIA 

CAROL YN JEWEL, ET AL., 

Plaintiffs, 

v. 

NATIONAL SECURITY AGENCY, ET AL., 

Defendants . 

FIRST UNITARIAN CHURCH OF LOS 
ANGELES, ET AL., 

Plaintiffs, 

v . 

NATIONAL SECURITY AGENCY, ET AL., 

Defendants. 

--------------------------------, 

No. C 08-04373 JSW 
No. C 13-03287 JSW 

ORDER GRANTING 
TEMPORARY RESTRAINING 
ORDER 

This matter is now before the Court on Plaintiffs' ex parle motion for a temporary 

restraining order requesting immediate relief. The Court HEREBY ORDERS that its prior 

evidence preservation orders in these related matters shall be enforced. It is undisputed that the 

Court would be unable to afford effective relief once the records are destroyed, and therefore 

the harm to Plaintiffs would be irreparable. A temporary restraining order is necessary and 

appropriate in order to allow the Court to decide whether the evidence should be preserved with 

the benefit of full briefing and participation by all parties. 
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Accordingly, it is HEREBY ORDERED that Defendants, their officers, agents, servants. 

employees, and attorneys, and all those in active concert or participation with them are 

prohibited, enjoined, and restrained from destroying any potential evidence relevant to the 

claims at issue in this action, including but not limited to prohibiting the destruction of any 

telephone metadata or "call detail" records, pending further order of the Court. The Court 

determines that there is no security necessary under the circumstances. 

The Court sets the following briefing and hearing schedule, all in PST, in this matter: 

Plaintiffs' opening brief shall be filed no later than March 13, 2014 at 2:00 p.m. 

Defendants' opposition brief shall be filed no later than March 17, 2014 at II :00 a.m. 

Plaintiffs' reply brief shall be filed no later than March 18, 2014 at 2:00 p.m. 

The hearing on this issue shall be set for March 19,2014 at 2:00 p.m. 

IT IS SO ORDERED. 

Dated: March 10, 2014 

2 


