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RICHARD R. WIEBE
LAW OFFICE OF RICHARD R. WIEBE

THOMAS E. MOORE III
THE MOORE LAW GROUP

RACHAEL E. MENY
MICHAEL S. KWUN
BENJAMIN W. BERKOWITZ
KEKER & VAN NEST, LLP

ARAM ANTARAMIAN
LAW OFFICE OF ARAM ANTARAMIAN

Attorneys for Plaintiffs
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JURY DEMAND

Plaintiffs hereby request a jury trial for all issues triable by jury including, but not limited to,

those issues and claims set forth in any amended complaint or consolidated action,

DATED: September 10, 2013

Respectfully submitted,

/s/ Cindy Cohn

CINDY COHN

LEE TIEN

KURT OPSAHL

MATTHEW ZIMMERMAN

MARK RUMOLD

DAVID GREENE

JAMES S. TYRE

ELECTRONIC FRONTIER FOUNDATION

RICHARD R. WIEBE
LAW OFFICE OF RICHARD R. WIEBE

THOMAS E. MOORE 111
THE MOORE LAW GROUP

RACHAEL E. MENY
MICHAEL S. KWUN
BENJAMIN W. BERKOWITZ
KEKER & VAN NEST, LLP

ARAM ANTARAMIAN
LAW OFFICE OF ARAM ANTARAMIAN

Attorneys for Plaintiffs
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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

SAN FRANCISCO DIVISION
)
CAROLYN JEWEL et al., )
) Case No. C:08-cv-4373-VRW

Plaintiffs, )

)

V. )

)

NATIONAL SECURITY AGENCY etal., )
) Chief Judge Vaughn R. Walker

)

Defendants )

)

)

+RROPESEPT ORDER

Upon consideration of the parties’ joint motion for entry of an order regarding the
preservation of evidence and good cause appearing, the Court hereby ENTERS the following
order based on the Court’s prior Order of November 6, 2007, in 06-cv-1791-VRW (Dkt. 393).

A. The Court reminds all parties of their duty to preserve evidence that may be
relevant to this action. The duty extends to documents, data and tangible things in the
possession, custody and control of the parties to this action, and any employees, agents,
contractors, catriers, bailees or other non-parties who possess materials reasonably anticipated to
be subject to discovery in this action. Counsel are under an obligation to exercise efforts to
identify and notify such non-parties, including employees of corporate or institutional parties.

B. “Documents, data and tangible things” is to be interpreted broadly to include
writings, records, files, correspondence, reports, memoranda, calendars, diaries, minutes,
electronic messages, voicemail, e-mail, telephone message records or logs, computer and
network activity logs, hard drives, backup data, removable computer storage media such as tapes,
disks and cards, printouts, document image files, web pages, databases, spreadsheets, software,

books, ledgers, journals, orders, invoices, bills, vouchers, checks, statements, worksheets,

Joint Motion for Entry of Order Regarding Preservation of Evidence
Jewel et al. v. National Security Agency et al., Case No. 08-cv-4373-VRW
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summaries, compilations, computations, charts, diagrams, graphic presentations, drawings, films,
digital or chemical process photographs, video, phonographic, tape or digital recordings or
transcripts thereof, drafts, jottings and notes. Information that serves to identify, locate, or link
such material, such as file inventories, file folders, indices and metadata, is also included

in this definition.

C. “Preservation” is to be interpreted broadly to accomplish the goal of maintaining the
integrity of all documents, data and tangible things reasonably anticipated to be subject to
discovery under FRCP 26, 45 and 56(e) in this action. Preservation includes taking reasonable

steps to prevent the partial or full destruction, alteration, testing, deletion, shredding,
I. incineration, wiping, relocation, migration, theft, or mutation of such material, as well as
negligent or intentional handling that would make material incomplete or inaccessible.

D. Counsel are directed to inquire of their respective clients if the business or
govemnment practices of any party involve the routine destruction, recycling, relocation, or
mutation of such materials and, if so, direct the party, to the extent practicable for the pendency
of this order, either to

(1) halt such business or government practices;

(2) sequester or remove such material from the business or government practices; or

(3) arrange for the preservation of complete and accurate duplicates or copies of such
material, suitable for later discovery if requested.

r Counsel representing each party shall, not later than December 15, 2009, submit to the
Court under seal and pursuant to FRCP 11, a statement that the directive in paragraph D, above,

has been carried out.

IT IS SO ORDERED.
I

Dated: Nov. 13 , 2009,
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IN THE UNITED STATES DISTRICT COURT

FOR THE NORTHERN DISTRICT OF CALIFORNIA

IN RE: MDL Docket No 06~1791 VRW
NATIONAL SECURITY AGENCY ORDER

TELECOMMUNICATIONS RECORDS

LITIGATION

This Document Relates To:

ALL CASES

Plaintiffs have moved for an order prohibiting the
alteration or destruction of evidence during the pendency of this
action. MDL Doc # 384. The United States has filed papers
opposing the motion, Doc # 386, and has prepared and lodged with
the court a confidential submission designed for ex parte, in
camera review. Doc # 387. Telephone company defendants ATST,
Cingular, Bellsouth, Sprint and Verizon have joined in the United
States’s opposition to plaintiffs’ motion. Doc # 365, 388, 390.

Upon careful review of the non-confidential papers

submitted in support of and in opposition to the motion, the court
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has determined that (1) no hearing on the motion is necessary; (2)
an order requiring the preservation of evidence is appropriate; and
(3) an interim order shall forthwith enter requiring the parties to

take steps to prevent the alteration or destruction of evidence as

follows:

A. Until the issues in these proceedings can be further
refined in light of the guidance and directives anticipated to be
received upon appellate review of the court’s decision in Hepting v
AT&T Corporation, 439 F Supp 974 (N D Cal 2006) and of the Oregon
district court’s decision in Al-Haramain Islamic Foundation, Inc v
Bush, 451 F Supp 2d 1215 (D Or 2006), the court reminds all parties
of their duty to preserve evidence that may be relevant to this
action. The duty extends to documents, data and tangible things in
the possession, custody and control of the parties to this action,
and any employees, agents, contractors, carriers, bailees or other
non-parties who possess materials reasonably anticipated to be
subject to discovery in this action. Counsel are under an

obligation to exercise efforts to identify and notify such non-

parties, including employees of corporate or institutional parties.
B. “Documents, data and tangible things” is to be

interpreted broadly to include writings, records, files,

correspondence, reports, memoranda, calendars, diaries, minutes,

electronic messages, voicemail, e-mail, telephone message records

or logs, computer and network activity logs, hard drives, backup
data, removable computer storage media such as tapes, disks and
cards, printouts, document image files, web pages, databases,
spreadsheets, software, books, ledgers, journals, orders, invoices,

bills, vouchers, checks, statements, worksheets, summaries,

2
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compilations, computations, charts, diagrams, graphic
presentations, drawings, films, digital or chemical process
photographs, video, phonographic, tape or digital recordings or
transcripts thereof, drafts, jottings and notes. Information that
serves to identify, locate, or link such material, such as file
inventories, file folders, indices and metadata, is also included
in this definition.

C. T“Preservation” is to be interpreted broadly to
accomplish the goal of maintaining the integrity of all documents,
data and tangible things reasonably anticipated to be subject to
discovery under FRCP 26, 45 and 56(e) in this action. Preservation
includes taking reasonable steps to prevent the partial or full
destruction, alteration, testing, deletion, shredding,
incineration, wiping, relocation, migration, theft, or mutation of
such material, as well as negligent or intentional handling that
would make material incomplete or inaccessible.

D. Counsel are directed to inquire of their respective
clients if the business practices of any party involve the routine
destruction, recycling, relocation, or mutation os such materials
and, if so, direct the party, to the extent practicable for the
pendency of this order, either to

(1) halt such business processes;

(2) sequester or remove such material from the business
process; or

(3) arrange for the preservation of complete and accurate
duplicates or copies of such material, suitable for later discovery
if requested.

\\
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The most senior lawyer or lead trial counsel representing
each party shall, not later than December 14, 2007, submit to the
court under seal and pursuant to FRCP 11, a statement that the
directive in paragraph D, above, has been carried out.

The clerk is directed to vacate the hearing now scheduled

for November 15, 2007 in this matter.

IT IS SO ORDERED.

P de

VAUGHN R WALKER
United States District Chief Judge
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- = Tor "Berman Marcia (CIV)" <Marcia. Berman@usdo; gov>
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' .Cmdy Cohn <Cmdy@eff org> o o : Maroh 10, 2014 8:35 AM

- CCi “G|Illgan Jim (CIV)" <James, Giliigan@usdoj.gov>, "mebe@pacbell net"
<w16be@pacbell nets, Stephame Shattuck <steph@eff.org>, "Thomas E. Moore Ili
, (tmoore@moorelawteam com)" <tmoore@moorelawteam.com:, "Patton, Rodney (Clv)"

. <Rodney. Patlon@usdq gov>, "Dearlnger Bryan (CIV)" <Bryan Deannger@usdq gov>, "llann M.

- Maazel" qmaazel@ecbalaw com>
" Re: Preservatlon ‘of Ewdence in Jewel V. NSA and Flrst Unitarian Church'v. NSA

R Secunty ] Slgned (c:ndy@eff org)

. Dear. Marcy,

RN am sorry that we d1d not hear from you “after. my ‘message on Saturday asking for further

I clanﬁcatron about how the government plans to ensure that it-does not spoliate evidence.

. Unless we: hear from you by noon California time today that the government does not
' intend-to’ destroy evidence. that may be hkely to.lead to the discovery-of.-admissible evidence
" under the claims’ raised in Jewel and F1rst Umta.nan cases, we intend to seek a TRO from
J udge Whlte :

: Please call or emaul me 1f you d l1ke to dlscuss thls further My cellphone is 415- 307-2148« :

* -We-have no desire to elevate this into an"emergency matter before the court but believe we
N have no ch01ce based upon the government's actions .and statements so far.

. C1ndy

N ar8 2014 at 11 43 AM Cmdy c* <clngvnefr org> wrote

' Ess: days from now. To be clear, the only court that can relieve the
Waations to preserve evidence in our cases, regardless of the basis for
lorthern District of Cahforrua and it has not done so. This is

e protective order mention the "President's

that program is confusing. The claims arise

d state ongoing claims regardless of the legal
ent claims, it conducts that activity at-any

y om the actual actmty of bulk collecnon 2
or executlve authonty under whlch the gove
pomtm t1me R : . -
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-Clndy Cohn <C|ndy@eff org> c S : March 8, 2014 11:43 AM
. To: "Berman; Marcia (CIV)" <Marcia. Berman@usdo; gov> ;
. Cc: “Gilligan, Jlm (CIV)* <James.Gilligan@usdoj.gov=>, "wiebe@pacbell.net" <wnebe@pacb R
 Stephanie Shattuck <steph@eff.org>, “Thomas E. Moore lil {tmoore@moorelawteam.com)* E54

: <tmoore@moorelawteam corme, "Patton, Rodney (CIV)" <Rodney. Patton@usdoj. gov>, "Deannger

Bryan (CIV)" <Bryan. Dearmger@usdoj gov>; "llanh M Maazel" <imaazel@ecbalaw.com>

Re: Preservation of Evidence in Jewel v. NSA
- Security: & Signed (cundy@eﬂ"org).

Dear Marcy, _‘ R

: Your response is confusmg a.nd troubhng to us, as is your notice to the court in Fxrst
Umtanan that you i intend-to begin to destroy call detail records on Tuesday, March 11,
whmh is, Just two business days from now. To be clear, the only court that can relieve the

§ governrrmnt of its obhgatlons to preserve evidence in our cases, regardless of the basis:for

" thosé obligations, is the Northem Dlstnct of Cahfomm and it has not done so. This is true

:'f-. in. JeWel and 1n F‘lrst Umtana.n

. As you know both Jewel V. NSA and First Unitarian Church v. NSA arise from the ongoing
" bulk. collectlon of telephone records, as did. Heptmg -and the other MDL cases before that

.(along with additional information at issue in' Jewél thiat' must also be preserved). Neither

. the complamts nor:the protectwe order mention the "President's Surveillanice Program” so
Jour reference to. thai: ‘program is confusing.” The claims arise:from the: actual activity of

‘bulk collection’; and state -ongoirig claims regardless of the legal or executive authority
- under wh1ch the government cla1ms 1t conducts that actw1ty at any pomt in t1me

A Moreover we do not understand how the preservat1on order in place in’ J ewel (and

- Shubert) doés.not also include the preservation of the records at issue in First Unitarian.
. We fuirther ‘do not understand why the governmenit fa.lled to inform the FISC of your duties

i in, Jewel and Shubeért since they require you to. preserve ‘the same records or why it waited

. untll ]ust before the deadline to: seek clarity on this issue, resultmg inan apparent
B emergency sn:uatlon that could easxly have been avo1ded o

' We wﬂl seek clanﬁcauon from Judge Wh1te on this'but we urge you not to dest.roy any
" records reIevant to our ‘claims in either case until we can do so. Please do provide us with
“full. mformauon so that we cdn harrow the issues before the court. Frankly, your email to
- me yesterday and: filing in the First Unitarian case yesterday raise more concerns, not less,
'that the governhent has not been fulfilling its duties to preserve relevant evidence in either

L 'case. ‘ Please ‘note. that we.will seek all available. remedles if it turns out that the

.. ) govern:ment has not ablded by 1ts dutxes

" Cmdy
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. On. Mar 7, 20 14 at 6: 14 PM "Berma.n Marc1a (CIV)" <Marcia. Bermandtusdoj.gov> wrote:

o Cindy - ln response to your. questlons regarding the preservation orders in jewel (and the prior

.jjg_mlng decrsron), the Government’s motioh to the FISC, and the FISC's decision today, addressed
the recent lrtlgatron challengrng the FISC-authorized telephony metadata collection under Section
215- litigation asto whrch there are no preservation orders. Aswe indicated last week, the
Government’s motion did not address the: pendmg Jewel {and bubert) litigation because the district
court had previously entered preservation orders applicable to those cases. As we also indicated,

-since the entry of those orders the.Government has complied with our preservation obligations in
those-cases. At the time the preservation issue was first litigated in the MDL proceedings in 2007,
the Government submitted a classified ex parte, in camera declaration addressing in detail the steps
taken to megt our preservatlon obllgatlons Because the activities undertaken in connection with

T “the Presrdent’s Survelllance Program (PSP) were not declassified until December 2013, we were not

- able to éonsult with, you prevnously about the speaﬂc preservation steps that have been taken with
' respect tothe Je L____ Intigatlon ‘However, the Government déscribed for the district court in 2007
how it was meetung its preservatron obligations, including with respect to the'information concerning
the PSP- actlvmes declassified last December.. We have been working with our clients to prepare an
; 'unclassnf’ ed’ summary of the preservatron steps described to the court in- 2007 so that we can
address: your questions in-an orderly fashion with Judge White, if you continue to believe that is
E necessary.

Thanrg‘s-;ffMéfgy._}? L
"FrOm' Berman, Marcra (CIV) B ' ' R
/| Sent: Friday, March 07, 2014 6: 14 PM
© | ToCindy-Cohn ™ -

"} Ce: Gilligan, Jim-(CIV); |ebe cbell.n Stephanle Shattuck; ThomasE Moore III

(L moore@mrelawteam,cgm) Patton, Rodney-(CIV); Dearinger, Bryan (CIV), Ilann M Maazel
Sub]ect FW Preservation of Evrdence in JeWeI v. NSA

B § Cindy we'll get back to you on thIS today, hopefully wrthm an hour Thanks - Marcy

...'..-."_-..H..:.. i AT E SRl b es e e e femeans ok 8 ke e imabbaanban s an wemme s fdmmba mmen iaimarees  Sme s ¢ hake mmmvmnl e s et

1 From. Deannger, Bryan (CIV) '
| sent: Fnday, March.07, 2014 4:39 PM
.| To: Berman, ‘Marcia (CIV) . ‘
o SubJect' FW Preservatlon of Evrdence in Jewel v.NSA
FYI. ..
' From' C ndy Cohn ma iito eff.or
‘Sent' ‘Friday, March 07 2014 4:37 PM
Gllligan, Jim (CI\/) ‘
T Cc. Rick Wlebe, Stephanle Shattuck Thomas E. Moore I1I; Patton, Rodney (CIV), Deannger Bryan (CIV),
~Ilann ‘M. Maazel :
Sub;ect Re Preservatron of Evrdence in Jewel v. NSA-
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HiJim, =

1 assume you ve seen the FISC Order. Can you please explain how the court could be under the
mlslmplesswn that there are no jpreservation orders for the telephone records information in
place given the hnstory at Jewel and Heptme before it? As you might expect. this is quite
alarmmg to us, - X

: ,‘.'Wc wrll bc ﬁlmg sornethmg shortly and I want 1o be sure that we correctly state your posnuon
: ‘, ,.'Cmdy - | |
.,Sent- from' rm phone
On Feb "8 2014 at 5 17 PM Cmdy Cohn <cindy@eff.org> wrote:
| ~H1 Ilm,

j - 'We'll wan ab|t assummo thls doeent drag on too long. Fhanke for respondmg
L :Cln(ly | -

‘..'Scnt frorn vmy phone -~ ,' - o D :

OnFeb 28. 2014 at526 PM, "Gllllgan llm (ClV)" <Tame§,Grlhgan@u§do; gov> L
R wmtc T Lo

“ "'ff,.jc:ndy, e

) We dld recelve your email about preservation, and | wanted to get back to
= -*you before the week ended to let you know that we will need a bit more
L t:me to prepare a-more complete response than we will be able todo by
C Monday So'l would ask that you  forbear from fi ling anythmg with the
. FISC, or Judge White, until we have further opportumty to confer. ‘Asyou
B 'noted Jewel and Shubert are not. specifically mentloned in the motion we
“fi led w1th the. FlSC but as you also observed, the question of. preservatlon
L ‘has already been lltlgated in those cases; and the court issued separate
o preservation -orders that govern there. Many of the details surrounding
T the mtellugence programs.in question remain classrf ed; however, and so
‘ . ’.‘.Evthere remam limitations on our ability to confer W|th you concernmg our
B compllance wnth those orders. -

"At thrs pomt ] need to consult further with my clients to ascertam how.

v much mformatron 1-can convey to you about-the Government s
.,.'preservation efforts without revealing classified information.. | simply

’,.5 won t be m a posrtron to. provrde you wrth a detanled response to your
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. inquiry by Monday, as yourequest, in part because of the work that
remains on our reply to your brief on the court’s four questions, and in
. part because | will-be out of the oche on Monday and Tuesday for a family
- -ski trip: (Also, as you observed, Marcy is presently diverted by ancther
" matter. ) ‘But we will do our best to address your questions by the middle
_of next week.

. James). Gnllrgan .

_ Special l.ltigatlon Counsel

il Division, Federal Programs Branch
oS Department of Justice

" "P.0.Box 883"

Washington, pLC. 20044 -

"-'.: el 202 514-3358

'From. C‘ ndy Cobn lmallto cmdy@eff oml
- Serit: Friday, February 28,.2014 5:54 PM

- To Gilligan, Jim (CIV)

e 'Cc. Rick Wiebe; Stephanie Shattuck;. Thomas E. Moore III; Patton, Rodney

" (QV);:Dearinger, Bryan (CIV); Ilann M. Maazel

- Sub]ect. Re: Preservation of Ewdence in Jewel v. NSA

le Jlm Rodney and Blyan

oA |ust wanted 10 conﬁrm that you 1ecelved this and lcarn when you will
.- be respondmo

L ‘_}"We are planmng lo ﬁle somethmg in the FISC and before Judge
N ',.Walker early next week and I do want to be able to accurately convey
ybur posmon . ~ .
i _Thzinks. Rt '

" :,Cmdy

e :-.-.-'f‘On Feb 26 2014, at 4508 PM Gindy Cohn <cmdy@eff.org' > Wrote:

o B .Hl Jlm,

L {'.'?Rlck w1ll writé you separatelv about the schedulmg, but I wanted to’
..}-'Lalse somethmg that has conﬁ,lsed us and to seek clar lflcauon
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We saw your filing in the FISC asking that the Court's current Primary
" Otder be 'tmended 1o authorize the preservation and/or storage of call
detail records beyond five years based upon your duty to preserve
evidence and mentioriing the First Unitarian case specifically. We do
agree that the government has a duty to preserve all reasonably

~ antlcrpated to be subject to discover y in this action. We were

. surprised, however, that you did not approach us to discuss ways that

" “this duty could be met short of the request you made, which we read as
allowmsz you to preserve all of the metadata you have collected.

L We also wrrte because as | thtnk)ou know, the government has been
“-under an obltgatlon to preserve telephone vecords it has ¢ollected since
2006, when:the cases that miade up the MDL action In Re NSA ‘were

~ - first ﬁled "One of those cases. Shubert v. Obama, has remained -
- . ongoing since that time. That.obligation was reinforced by an Order
;' issued by Judﬁe Walker in 2007 and order was specifically adopied by

~-the court.in Jewel v. NSA in 2009 by a joint request by the government
. and the plamttffs (Jewel v. NSA, Doc. 51).

I‘hus mv confusron lm not sure whv the Jewel (and Shubert) cases
-were not: mentioned or referenced in the request to the FISC since both

. of those also contain ongoing preservation obligations related to the -

bulk ‘phonerecords collection by the NSA. Since they were fot, it also
. raises the- questton of whether and how the government has been
+ abiding by its obligation to preserve evrdence in those two cases; since

obvmusly both have been pending for more than lwe yeats

- l woulcl appreetate a prompt response and clautlcatron I'm conhdent '

© - that the government takes seriously its obligation to preserve evidence.

" that may be relevant to.pending litigation, but.given the situation, 1

_ : e -would like. a specific reaffirmation Ih"tt bulk telephone records
e collected by the NSA have been preserved in the Jewel case-and I
- suspect Ilarin is concerned about the same for Shubert. 1 would also

"* request some more specrl‘ ¢ informration about how that preseivation
has occurred -~ smnlar to the plan you suzgested to the FISC in your

B motlon

: 1 hope you can p| ovide us with a thorough response before any -
o addmonal phone records are destroyed and hopetully by Monday,
8 Marclt 3. While we're hopefiil that we will receive a satisfactory

I responSe, but. lf not; we do intend to raise this questton with both the .
s FISC and the Judge Whlte

b Thanks
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. Cindy

‘ _PS Has Marcy oone‘7 I noticed that she's not on the pleadings you
fi led last weel\ or on thm message.

_eears . s ' Asvessrrustnton

- Cindy Cohn
. Legal Director
Eleclronic Frontier Foundauon
.. 815 Eddy Street
-. San Francisco, CA 94109 -
. (415) 436-9333 x108 -
L g yggﬂiorg
| - eﬁ,om

. ) Jom EFF!M&Q@M@M

; Ciody Cohn’. |
- - Legal Director - -
. Electoonic Fronher Foundatron
815 EddyStreet R
" "San Francfsco, cA 84109
T (415).436- 9333 x108
- mgy@eﬂ om
' wwwgﬂ og

) '.'. Jom EFFI nmgg Ilsugggrlers eff. orgigonag
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CINDY COHN (SBN 145997)
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LEE TIEN (SBN 148216)

KURT OPSAHL (SBN 191303)
JAMES S. TYRE (SBN 083117)
MARK RUMOLD (SBN 279060)
ANDREW CROCKER (SBN 291596)
ELECTRONIC FRONTIER FOUNDATION
815 Eddy Street

San Francisco, CA 94109
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UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA
SAN FRANCISCO DIVISION

CAROLYN JEWEL, TASH HEPTING,
YOUNG BOON HICKS, as executrix of the

) CASE NO. 08-CV-4373-JSW

)
)

estate of GREGORY HICKS, ERIK KNUTZEN ) [PROPOSED] TEMPORARY

and JOICE WALTON, on bechalf of themselves

and all others similarly situated,
Plaintiffs,
V.
NATIONAL SECURITY AGENCY, et al.,

Defendants.

RESTRAINING ORDER

Hon. Jeffrey S. White
Courtroom 11 - 19th Floor

)
)
)
)
)
)
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)
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This matter is before the Court on plaintiffs’ motion for a temporary restraining order to
prevent defendants National Security Agency, United States of America, Department of Justice,
Barack H. Obama, Keith B. Alexander, Eric H. Holder, Jr., and James R. Clapper, Jr. (in their
official capacities) (collectively, the “government defendants™) and all those in active concert or
participation with them from destroying any potential evidence relevant to the claims at issue in
this action, including but not limited to prohibiting the destruction of any telephone metadata or
“call detail” records. The government defendants have given notice that they will commence
destroying call detail records on Tuesday moming, March 11, 2014. ECF No. 85 in First
Unitarian Church of Los Angeles v. NSA, No. 13-cv-3287-JSW.

Plaintiffs contend that the Court’s prior evidence preservation order (ECF No. 51) as well
as defendants’ obligations under the Federal Rules of Civil Procedure prohibit destruction of this
potential evidence. It is undisputed that the Court would be unable to afford effective relief to
plaintiffs once the records are destroyed, and therefore the harm plaintiffs face is irreparable. A
temporary restraining order is necessary and appropriate so that the Court may decide whether the
evidence should be preserved with the benefit of full briefing and participation by all parties.

It is hereby ordered that defendants National Security Agency, United States of America,
Department of Justice, Barack H. Obama, Keith B. Alexander, Eric H. Holder, Jr., and James R.
Clapper, Jr. (in their official capacitics), their officers, agents, servants, employees, and attorneys,
and all those in active concert or participation with them are prohibited, cnjoincd, and restrained
from destroying any potential evidence relevant to the claims at issue in this action, including but
not limited to prohibiting the destruction of any telephone metadata or “call detail” records,
pending further order of the Court. The Court determines that no sccurity is necessary under the
circumstances.

The Court sets the following briefing and hearing schedule in this matter:

Plaintiffs’ opening brief

Government defendants opposition bricf

Plaintiffs’ reply brief

Hearing

Casc No. 08-CV-4373-JSW 1

[PROPOSED] TEMPORARY RESTRAINING ORDER
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This order expires at

Entered at a.m./p.m. on March ,2014

IT IS SO ORDERED.

UNITED STATES DISTRICT JUDGE

Casc No. 08-CV-4373-JSW 2

[PROPOSED] TEMPORARY RESTRAINING ORDER
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IN THE UNITED STATES DISTRICT COURT

FOR THE NORTHERN DISTRICT OF CALIFORNIA

CAROLYN JEWEL, ET AL.,
PlaintifTs,
No. C 08-04373 JSW
V. No. C 13-03287 JSW
NATIONAL SECURITY AGENCY, ET AL.,
Defendants. ORDER GRANTING
TEMPORARY RESTRAINING
ORDER
FIRST UNITARIAN CHURCH OF LOS
ANGELES, ET AL.,
Plaintiffs,
V.

NATIONAL SECURITY AGENCY, ET AL,,

Defendants.

This matter is now before the Court on Plaintiffs’ ex parte motion for a temporary
restraining order requesting immediate relief. The Court HEREBY ORDERS that its prior
evidence preservation orders in these related matters shall be enforced. It is undisputed that the
Court would be unable to afford effective relief once the records are destroyed, and therefore
the harm to Plaintiffs would be irreparable. A temporary restraining order is necessary and
appropriate in order to allow the Court to decide whether the evidence should be preserved with

the benefit of full briefing and participation by all parties.
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Accordingly, it is HEREBY ORDERED that Defendants, their officers, agents, servants.
employees, and attorneys, and all those in active concert or participation with them are
prohibited, enjoined, and restrained from destroying any potential evidence relevant to the
claims at issue in this action, including but not limited to prohibiting the destruction of any
telephone metadata or “call detail” records, pending further order of the Court. The Court
determines that there is no security necessary under the circumstances.

The Court sets the following briefing and hearing schedule, all in PST, in this matter:

Plaintiffs’ opening brief shall be filed no later than March 13, 2014 at 2:00 p.m.

Defendants’ opposition brief shall be filed no later than March 17,2014 at 11:00 a.m.

Plaintiffs’ reply brief shall be filed no later than March 18, 2014 at 2:00 p.m.

The hearing on this issue shall be set for March 19, 2014 at 2:00 p.m.

IT IS SO ORDERED.
Dated: March 10, 2014

JEF ' WHITE
UNITED STATES DISTRICT JUDGE




